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ABSTRACT

This paper analyzes the source code of FIPS-OpenSSL cryptographic module approved as FIPS cryptographic module in
USA and shows how the selftest requirements are implemented as software cryptographic library with respect to
pre-operational test and conditional tests. Even though FIPS-OpenSSL follows FIPS 140-2 standard, lots of security
requirements are similar between FIPS 140-2 and Korean cryptographic module validation standards. Therefore, analysis from
this paper contributes to help Korean cryptographic module vendors develop correct and secure selftest functions on their
own cryptographic modules, which results in reducing the test period.

Keywords: Cryptographic Modules (CMs), Cryptographic Module Validation Program (CMVP), SelfTest, Conditional SelfTest,
Power-on SelfTest
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W2 Al visual studio 2008% A&k
% nasm A8, perl 23U #AE A=
gt o) AES A3 F A SEdof
3}, i AR A WAFE -S> F

Table 1. Required installation files

Type File version
FIPS-OpenSSL

openssl-fips-2.0.16.tar.gz

nasm-2.13.03-installer-

nasm x86.exe v
assembler (8] | nasm-2.13.03-installer-
x64.exe

perl scriptor padre-on-strawberry-5.
(9] 12.3.0-v5.exe

visual studio 2008

develop tool
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v\c\bin:"& 53t}

2.2 FIPS-OpenSSL &= 4HY
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rir

27 » =% CIAS (C) » myPath » openssl-fips-2016 » openssl-fips-20.16 »

2ol ZE - IR0~ M ECH
c6x cypto fips
inc32 include ios
ms out3zdil test
tmp32dil wtil config
Configure 0l e_osh n] e_oszh
Makefile Makefile.bak Makefile.fips
Makefileshared MINFO README.ECC
READMEFIPS

Fig. 1. Result of decompression
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Fig. 3. Header file configuration
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Fig. 2. Result of FIPS-OpenSSL Build

Fig. 4. Library file configuration
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Fig. 5. Cryptographic Boundary (7)

Table 2)+= FIPS-OpenSSLell 1€ FIPS
9l gEdaElF F5oltt. KCMVP ASdid &

samez was 2el, SHA 1S 54 heey
9% 5% sty gom, 7 A1 dueF
o] 7%, RSAE 4096 M=) 7] Zolg A4
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KCDSAS] 7% 77+ 3072 v]|E, 2048 v|E 7] 4
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Table 2. Approved Algorithms in FIPS-OpenSSL (7)

Service Algorithm Option
Hash_DRBG,
Random Bit HMAC _DRBG, Supporting
Generator CTR_DRBG Predicttion
(AES)
3-key TDES TECB,
DES TCBC, TCFB, TOFB,
Symmetric- CMAC
Key
Algorithm ECB, CBC, OFB,
AES CTR, XTS, CCM,
GCM, CMAC
Hash SHA-1,
function SHA-2
Keyed HMAC SHA-1, SHA-2
Hash
Public-Key RSA 2048/3072/4096 with
Algorithm SHA-2
2048/3072/4096 with
RSA SHA-2
Digital DSA 1024/2048/3072 with
. SHA-2
Signature
P-224/256/384/512
ECDSA K-233/283/409/571
B-233/283/409/571
Key P-224/256/384/512
Establishm ECDH K-233/283/409/571
ent B-233/283/409/571
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3.3 FIPS 2= F&

FIPS-OpenSSLE FIPS 2= 5 (3 o
3IRE ASEY AWt FRRre 5d)il
$l8l=  "FIPS_module_mode_set(int onoff,
const char* auth)” 52 FZ=dloksb, onoff="1",
auth="Default FIPS Crypto Officer Password’
wE  “Default FIPS Crypto User Password S ¢
Hafolgltl, FIPS-OpenSSLE "3 AMu]l~ 2
Q%" Hta ALt dis] E‘_"&—’F" 28 W=ty
7] Wl AR Q1% HlA A3k}, ule)
A, ERE IR 2= *}“&X}iﬁ HERES T
Zataat & A%, “FIPS module mode set()”
5 3F A, AP AoEl A2 e=g Feek
g}, “FIPS_module_mode_set()"?] FLE2-2
‘fips_check_auth()"s &3 AR8x <3
"FIPS_selftest() 5 &3k A7t z7pAIgolc).
(Fig. 6.) ¢3xE Wi Aod 94 4
29=9} “fips_check_auth()elAx Fah=E=
A= Az wAYSel dhars dielA Al
AR AAY=F Agate AFE T e

salg & gleh.

#define FIPS_AUTH_KEY “etaonrishdlcupfm”
#define FIPS_AUTH_CRYPTO_OFFICER "7f92562d409c903322c0f944a1188ae817833%a4f"
#define FIPS_AUTH_CRYPTO_USER "cbfcbdaad26cd210a8b31a5d56a876eeld51a96c”

static int fips_check-auth(const char +auth)
{

unsianed char auth_hmac[20];

unsigned int hmac.len;

if (hps auth_fail)

retu

if (strlen(uu!h) FIPS_AUTH_MIN_LEN)

retu

if ('HMAC(EVP shal(), FIPS_AUTH_KEY, strien(FIPS_AUTH_KEY),
(unsigned char +)auth, strien(auth), auth_hmac, ghmac_len))

return 0;

if (hmac_len != sizeof(auth_hmac))

return 0;

if (fips_asc_check(auth_hmac, FIPS_AUTH_CRYPTO_OFFICER))
return 1;

If (fips_asc_check(auth_hmac, FIPS_AUTH_CRYPTO_USER))
return 1;

return 0;

o] ARE e},

“fips_selftest_fail” W+ A7 3o o
g A/AA oAr ARE Fshd, JErRES
FIPSE Aztsle o5 gb3An]~ APIS] ZHb
A7 g g galsle] A o] Al
G AMRlaE AFEA St &, (Fig. 8.)
o] FIPS o1 APTel|A]
"FIPS_selftest_failed )& Z&3t] Aujx 53]
A 27 el digk Agol g F]lght

FIPS-OpenSSL g3 2 &+ Arejde]E
slo] e wEo] AAA R FAE=AY] ANE
lstar glom ez Aol
A s AR~ Alggict

2l
5

static int fips_selftest_fail = 0;
static int fips_auth_fail = 0;
static int fips_mode = 0;

static int fips_started = 0;

Fig. 7. State control variables in fips.c file

int FIPS_digestinit(EYP_MD_CTX sctx, const EVP_MD stype)

{
M_EVYP_MD_CTX_clear_flags{ctx, E¥YP_MD_CTX_FLAG_CLEANED):
if(FIPS_selftest_failed())

{

FIPSerr(FIPS_F_FIPS_DIGESTINIT,FIPS_R_FIPS_SELFTEST.FAILED):
ctx->digest = &bad.md;
ctx->update = bad_update;

return 0:
3

Fig. 6.
Mechanism

FIPS-OpenSSL Authentication

3.4 ASDE AR

FIPS-OpenSSL ¢3wEe W AHIWHEE
o]-g3te FIPS mE=9f hs el gt 48 3
ggct. &, (Fig. 7.)3 #o] d3nES AHE
F2lsle W7} fips.c dHdell static ¥
ol=le] 9let. “fips_auth_fail” HaE a3 S8
gk Ae/Ad of% ARE A2ty “fips_mode”
195 gt Ee] &A FIPS R F2b 394

Fig. 8. State Check before executing
cryptographic service (In case of Message
Digest Function)

V. FIPS-OpenSSL ZPJIAE 715 &4

2 Aox= FIPS-OpenSSLe] Fa3l= #7}
Aol dis] A3 FERE AE7]Fl wE
P RES G3AR|AE FEE] Al dERE A}
A7F M= G=A] Flsfopstar ek, 7 gk AH]
27 AAACR At JEAE ~nE A
4= glofok &t} FIPS 140-2004 &8t A4
g zA  Adt AFMAE (Power-on
SelfTests)¢} =7% AHAE (Conditional
Tests) 22 A=Y FIPS-OpenSSLolAe ¢+&
ZEo| 27|z o ALt AMAEE S,
N7 Gz 7] A AR e G E 59

= A4 A 2R AR sk
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4.1 HRAAATL XIIAIE

o] ZAA A&7} ks wEo] ehalE 7 29l oF

2E]&5d gt KAT (Known Answer Test)
= PCT (Pairwise Consistency Test)Al&e]

Table 3. Power-on SelfTests executed by
FIPS-OpenSSL  (KAT: Known Answer Test,
PCT: Pairwise consistency test) (7)

Algorit Type Methods
hm
Software Verifying integrity value of
Integrity KAT Cryptographic module with
HMAC-SHA1
Separate Encrypt/Decrypt
AES KAT KAT
with 128-bit key length
Separate Encrypt/Decrypt
T-DES KAT KAT
with 3-key
Sign and verify CBC mode
AES .
CMAC KAT with 128/192/256 key
lengths
TDES CMAC g.eneration and
CMAC KAT verify with CBC mode
3-key
Separate Encrypt/Decrypt
AES KAT
cCoM/ KAT with 192-bit key

GCM length(CCM) and 256-bit
key length(GCM)
XTS-AES-128 and

XTS-AES-256
One KAT per SHAI,
SHA224, SHA256, SHA384,
and SHA512
Sign and verify with
2048-bit key and SHA-256
Sign and verify using
2048-bit key, SHA384
CTR_DRBG:
AES-256(with/without
derivation function)
HASH_DRBG: SHA-256
HMAC_DRBG: SHA-256
Keygen, sign, and verify
with P-224, K-233 and
SHA-512

XTS-AES | KAT

HMAC KAT

RSA KAT

DSA PCT

DRBG KAT

ECDSA PCT

ECC

CDH KAT Shared secret computation

Ft}. (Table 3] FIPS-OpenSSLellA =3

A1} Ap7pAIE e FE o]t
2z el F44 (Software Integrity) Alg->
Abdell HMAC-SHALS o]gste] At $44
) A tEEEe FAARE vl dERE
o] FAAel dALHNEAE  AFsh DSA,
ECDSAE A9slze KAT (Known Answer
Test) Al&@e] Fed=r o= 3R =I5
o] Ao o= JH(FE, 7Dl WAl ¢z A4t
o] ANt AR AxkEe] AAdE Ael ddA]s)
15 gt} A7) ks, 7] skss) 7ol
A7t EAlshs A folle dastel B3t 2o
&k KAT A& sasta, dg47F SA8A %
= HMAC, DRBG 59 A$ell= A gl gt
KAT Algwhs =3gcl. DSA, ECDSAe tisiA
£ PCT (Pairwise Consistency Test)7} 43}
He, ol 5A wAA d3 AHE AT F
M= ™ol thEf] HAZo] 2nlEA ExelEAE
Flsle Y= 3P} RSAE KAT AlgS &
g3t AP AolE w Al B AAdE A
o] o]n] AlitEle] AAH k) AA|F=AF st
oA AW HAS-S aste] AgsheAE Falgt
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// (1) testvector type declaration
typedef struct {

// testvector elements
}algorithmname_KAT;

// (2) testvector value definition
static const algorithmname_KAT vector[] = {
// testvector values

A

// (3) KAT procedure
int FIPS_selftest_algorithmname()
{
// verifying the result of KAT
for(n = 0; n < NuMOSFTVs; n++){
if(fips_algorithmname_test()){
goto err;
}
}
}

Fig. 9. KAT structure in FIPS-OpenSSL
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411 AES KAT AIE

FIPS-OpenSSLellA& AES %%C’ 3o disl
ECB, CBC, CTRS W£3F vhfdh 29 RES &
st glovt ECB xS o] os]_o:] KAT A¢
< g} (Fig. 10.)= fips_aes_selftest.c
oo AHeolxl AES ECB == KATe| w3 =~
Ewlg Aoelr} (Fig. 11.)J2 AESe| ECB =
o da Ao HAEWY 4 KAT A3E +
glsl= FEolt}l fips cipher_test() <((Fig.
12.)E Z&Esld AAl KAT A3Ee sl
(Fig. 12.)% fips_cipher_test() &2 yHz=
olv], 53} adatel] digt KAT A3} E353} o4t
of tigk KAT A¥e F3dsts AS e 5 9l

-
o},

i

ptatic const struct
{

const unsigned char key|16]

const unsigned char plaintext[16]:
const unsigned char ciphertext[16]:
tests(]=

{
{
{ 0x00,0%01,0%02, 0%03, 0x04, 0x05, 006, 0%07,
0x08, 0x09, 0x0A, 0x08, 0x0C, 0x00, 0x0E, Ox0F
0x00, 011, 0%22, 033, 0x44, 055, 0%66, 0x77,
0x88, 0x99, 0xAM, 0xBE, 0xCC, 0x0D, DXEE, OxFF
0x69,0xC4, 0xE0, 008, 0x6A, 0x7B, 0204, 0x30,
) 0xD8, 0xC0, 0xB7,0x80,0x70, 0xB4, 0xC5, 0x54
Y

Fig. 10. Testvector definition for AES KAT in
fips_aes_selftest.c

int FIPS_selftest_aes()
{

int n;

int ret = 0;

EYP_CIPHER_CTX ctx:
FIPS_cipher_ctx_init(&ctx);

for(n=0 ; n < 1 ; ++n)
{

if (fips_cipher test(FIPS_TEST_CIPHER, &ctx, EYP_aes_128_ecb()
tests(n].key, NULL,

tests[n].plaintext,
tests[n].ciphertext,
16) <= 0)

goto err:

ret = 1

err:

FIPS_cipher_ctx_cleanup(&ctx);

if (ret ==0)
FIPSerr(FIPS_F_FIPS_SELFTEST_AES,FIPS_R_SELFTEST_FAILED);

return ret;

}

Fig. 11. KAT test procedure
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if (!fips_post_started(id, subid, NULL))
roturn 1:
if (FIPS_cipherinit{ctx, cipher, key, iv, 1) <= 0)
goto error;
if (IFIPS_cipher(ctx, citmp, plaintext., len))
goto error
if (memcwp{citmp, ciphertext, len))
qoto error:

if (!fips_post_corrupt(id, subid, NULL))
citmp[0] "= Ox1:
if (FIPS_cipherinit(ctx, cipher, key, iv, 0) <= 0)
goto error;
FIPS_cipher(ctx, pltmp, citmp, len)
if (memcmp{pltmp, plaintext. len))
goto error;
TV = 1

Fig. 12. Internal codes of fips_cipher test()
function

412 HVAC KAT Al

HMAC %3252 A3k EA8A] &47] d+
of HMAC AAdel dighk KAT Algluke $3isic}
(Fig. 13.)+ fips_hmac_selftest.c I}l A<
#H HMAC KATE $13 dHlxEwEeo|gt, HMAC
ol gk KAT A& T3k
FIPS selftest_hmac() &5+ AES KAT A&
s} fAREA A ezl o s~ EdE ] e for
FEE A HAAE EoR o] EHH
HMAC 3t& Aol Aoj"d HMAC k3t vl aLsfod
AldS 3yt

Al A7 7 dae]EEQ CMAC,
AES-CCM, AES-GCM, AES-XTS, DESe] d
A= (Fig. 9.4 wAE W& F53k
KATE g} 72+ dae|Zed wig KAT A8

static const HMAC_KAT wector[] = {

NID_shal,
0x09,0x22, 0xd3, 0%40, 0x5f , Oxaa, 0x3d, 0x19,
0x4f,0xB82,0xa4,0x58,0x30,0x73,0x7d, 0x5¢c,
0xc6, 0xc7,0x5d, 0x24 }

o~ -

MI1D_sha224,
0xdd, Oxef,0x0a,0x40, 0xcb,0x7d, 0x50, 0xfb,
Ox6e, Oxeb,0xce,0xal,0x20, 0xba, 0x26, Oxaa,
0x08,0xf3,0x07,0%75, 0%87,0xb8, 0xad, 0x1b,
0x8c, 0x%8d,0x12,0xc? }

A A

NI1D_sha256,
0xb8,0xf2,0x0d, 0xb5, 0x41,0xea,0x43, 008,
Oxca,Ox4e,0xa9,0%x38, 0x0c, 0xd0, 0xe8, 0x34,
0xf7,0x%1f,0xbe,0x91,0x74,0xa2,0x61,0x38,
0x0d, Oxcl,0x7e,0xae, 0x6a, 0x34,0x51,0xd9 }

o o o

NID_sha384,
0x08, 0xbc,0xb0, 0xda, 0x49,0x1e,0x87, Oxad,
0x9a,0x1d,0x6a,0xce, 0x23,0xc5, 0x0b, Oxf6,
0xb7,0x18,0x06,0xa5, 0x77,0xcd, 049, 0x04,
0x89, 0xf1,0xe6,0%23, 0x44,0x51,0x51, 0x9f,
0%85, 056, 0x80, 079, 0x0c, 0xbd, 0x4d, 0x50,
) Oxad4,0x5f,0x29,0xe3, 093, 0xf0, OxeB, 0x7F }

-~

Fig. 13. Testvector definition for HMAC KAT in
fips_hmac_selftest.c



992 FIPS-OpenSSL & 48 £3 4o nE

A7 BRESTAR #A

27T E openssl-fips—2.0.16\fips\& 22| Z0]
E\fips_ &g Zo] & selftest.c FHdellA Fast
T AUt

41.3 RSA KAT AIE

RSA ¢t3e s RSA-PSS Az} uhy
< o83y KAT A8E
FIPS-OpenSSLS  2048/3072/4096 Hv]E 7)ol
s RSA ¢35 7155 A3, 7P g 71 4
o]ql 2048 HIE 7o wsMRt KATE F3gic)
RSA ¢tz it #p7Ad "gA~EHWE (RSA 7]
gdeprle] 2 AR AR AR 2 AaFEe
fips_rsa_selftest.c el #Jel=le] 9Jr},

RSA-PSS AW dae]E M9s A
o A salt e o]83td WAAE Az R
KAT Al 3s fl5te] ddzmd AA oA A==
salt gt 022 AAsto] AHgrt. (Fig. 14.)+&
fips_rsa_selftest.c el AHo¥l RSA g3

int FIPS_selftest_rsa()
—

int ret = 0;

RSA +key = NULL;
EVP_PKEY pk:

key=F |PS_rsa.new( );
setrsakey(key);
pk.type = EYP_PKEY_RSA:
PK.pkey.rsa = key:

if ('FlEs_Ekeg_mgnature Lest(FIPS_TEST. SIGNATURE

&pk, kat_tbs, sizeof(kat_tbs) -
kat _RSA_PSS_SHA256, sizeof(kat_ RSA PSS_SHA256),
EYP_sha256( ), RSA_PKCS1_PSS_PADDING,
"RSA SHA256 PSS"))
goto err;

Fig. 14. RSA KAT procedure

int fips_pkey_signature_test{int id, EVP_PKEY +pkey,

const unsigned char +tbs, size_t tbslen,
const unsigned char +kat, size_t katlen,
const EVP_MD +digest, int pad_mode,
const char +fail_str)

{

int subid;

int ret = 0:

unsigned char +sig = NULL;

unsigned int siglen;

--fips.constseq

static const ungigned char stri[]="12345678901234567890";

if (pkey == NULL)

if (!FIPS_digestfinal(gmctx, sig, &siglen))
goto error;

}
else if (pkey->type == EVP_PKEY_RSA)
{
if (IFIPS_rsa_sign_ctx(pkey->pkey.rsa, mctx,

pad.mode, 0, NULL, sig, &siglen))
goto error;

if (kat && ((siglen != katlen) || memcmp(kat, sig, katlen)))
goto error:
Sign KAT

}

Fig. 15. RSA Sign KAT

gk KAT Zzeoch Aol Aol HEwEE
fips_pkey_signature_test() << A= ko
332 9lr}. fips_pkey_signature_test() 35~
oA MA AaFdd wAH AR A AL
Aol AHolH HA7E o] 83t A& AL F 1
el 1}7} AR el| AlibE o] AR Ak x| Ek=A]

qlghtl (Fig. 15.). ol& $¥shd thA AAE
Aol el A% é% Fejste] F3elH RSA
Sol it KAT7}F Aoz Edrt,

4.1.4 ECDH KAT AlE

ECDH 7] AA &xe|&el d&ixs KATE &
gaie] 7] o] AAS FYsl] =FH 717 Al
Akl 719} dAsh=A] 2Rlgtel. RSA bl o
g KAT9} #H7IRl2  FIPS-OpenSSLa
P-224/256/384/512¢1 w8t 7] AolE Al-Fsht
7 e 7] ZHolol P-224< disixRt ECDHE
o]g3te] EZE Flol wWig KATE 33l
(Fig. 16.) fips_ecdh_selftest.c 3tdol] A<l
ECDHel th3t KAT z=olch Apdlel] Aelgl 7]9}
eI S o] 83te] FRIIE A F AR
AxKE 7]} wlste] ECDHO| 2nlE F2+S gl
Sis=y

int FIPS_selftest_ecdn(void)

EC_KEY +ecl = NULL, #ec2 = NULL;

const EC_POINT #ecp = NULL;

BIGNUM #x = NULL, #y = NULL, +d = NULL:
unsigned char *ztmp = NULL:

int ry = 1;

size_t i}

for (i = 0; i < sizeof(test_ecdh_data)/sizeof (ECOH_SELFTEST_DATA); i++)
{

ECDH_SELFTEST_DATA +ecd = test_ecdh_data + i

if (Ifips_post_started(FIPS_TEST_ECOH, ecd->curve, 0))
continue;

ztmp = OPENSSL_malloc(ecd->zlen);

% = BN_bin2bn{ecd->x1, ecd->xllen, x);
y = BN_bin2bn{ecd->y1, ecd->yilen, v);
d = BN_bin2bn{ecd->d1, ecd->dilen, d);

ecp = EC_KEY.get0_public_key(ec2);
if (lecp)
{

rv = -1;
goto err;
b

if (!ECDH-compute_key(ztmp, ecd->zlen, ecp, ecl, 0))
{

ry = -1;
s}wto err; Computing shared key

if (!fips_post_corrupt(FIPS_TEST_ECOH, ecd->curve, NULL))
ztmp(0] "= Ox1; KAT

if (memcmp(ztnp, ecd-»z, ecd->zlen))

fips_post_failed(FIPS_TEST_ECOH, ecd->curve, 0);
rv = 0;

}

Fig. 16. ECDH KAT
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Table 4. Conditional test in FIPS-OpenSSL

Algorithm Test
Continuous test
DRBG on Hash_DRBG, HMAC_DRBG,
CTR_DRBG

Pairwise consistency test on each

RSA
generation of a RSA key pair
DSA Pairwise consistency test on each
generation of a DSA key pair
ECDSA Pairwise consistency test on each

generation of a ECDSA key pair

static int rsa_builtin_keygen(RSA +rsa, int bits, BIGNUM +e_value, BN_GENCB +cb)
{

BIGNUM #r0=NULL,*r1=NULL,+r2=NULL, +r3=NULL, *tmp;
BIGNUM local_r0, local_d, local_p;

BIGNUM +pr0, +d, +p;

int bitsp,bitsq,ok= -1,n=0;

BN_CTX +ctx=NULL;

/+ calculate d mod (p-1) +
if (!BN_mod(rsa->dmpl,d,r1, ct><)) goto err;

/+ calculate d mod (g-1) +/
if (!BN_mod(rsa->dnql,d,r2,ctx)) goto err;

alculate inverse of q mod p
lf ('(rsa >flags & RSA_FLAG. ND CUNSTT\ME))

D = &local_p;
BN_with_flags(p, rsa->p, BN_FLG_CONSTTIME);
}

else
P = rsa->p;
if (!BN_mod-inverse(rsa->iamp,rsa->a,p,ctx)) goto err;

#ifdef OPENSSL_FIPS
if(!fips_check_rsa(rsa))
S0L0 erry
#endif

Fig. 17. Calling RSA Pairwise consistency test
function

int fips_check_rsa(R3A +rsa)
{

const unsigned char tbs[] = "RSA Pairwise Check Data”
unsigned char <ctbuf = NULL, *ptbuf = NULL
int len, ret = O
EVP_PKEY pk;
pk.type = EVWP_PKEY_RSA:
Pk pKBY.rSE = rsa;

J+ Perform pairyise consistency signature test +/
if (!fips_pkey_signature_test{FIPS_TEST_PAIRWISE, &pk, tbs, DSIQH/‘Ie”fy
NULL, 0. HULL, RSA_PKGSI_PADDING, MULL)
Il Ifips_pkey_signature_test(FIPS_TEST_PAIRWISE, &pk, tbs, O,
NULL, 0. HULL, RSA_XH31_PADDING, NULL)
Il Ifips_pkey_signature_test(FIPS_TEST_PAIRWISE, &pk, tbs, O,
NULL, 0. MULL, RSA_PKGSI_PSS_PADDING, WULL))
goto err;
7+ WOW RErTOTM PalTWISe CONSIGLENGy BNGTyRl/OBCryRT TBST *
ctbuf = OPENSSL_malloc(RS4_size(rsa)):
if (lctbuf)
goto err:

len = RSA_public_encrypt(sizeof(tbs) - 1, tbs, ctbuf, rsa, RSA_PKCS1_PADDING):
if (len ==10)

soto err! Encrypt/decrypt
/+ Check ciphertext doesn’t match plaintext +/
if {{len == (sizeof{tbs) - 1)) && !memcwp(tbe, ctbuf, len})

Soto err;
ptbuf = OPENSSL_mallociRSA_size(rsa)):

if (lptbuf)

soto err;
len = RSA_private_decrypt(len, ctbuf, ptbuf, rsa, RSA_PKCS1_PADDING)
if (len I= (sizeaf(ths) - 1)}

aoto err;
if (memcnp(ptbuf, tbs, len))
oto err:

421 7] 4 x| Alg

RSA, DSA, ECDSAS} 22 37l7] 7|4k ¢+&
oA 7] A& AT A 7] 4 A=A Age] 3
t}. (Fig. 17.)2 RSA 7] %<& AAske <ol
fips_check_rsa() ¥4((Fig. 18.)& o|&3}4
AdE 7] e fraAde #qldt) (Fig. 18.)2
RSA ¢t5& s AAE 7] 49 F348 A3t
= Fhpol], AAE 7] el thal] A A=,
aEja sEle) B33} RS F3le] e SR

DSA%} ECDSA A dae] o= 7] 4
< AAME F RSA 939 A9l SdsA 47
fips_check dsa(), fips_check ecdsa()7} 2=
of  AARE I Y fFEAES  AHFIL
fips_check_dsa()¢} fips_check_ecdsa()llA+=
fips_pkey_signature testOE &3l A A
A A5 Tl AR 7] 4 IS A5

Fig. 18. Calling RSA Pairwise consistency test
function
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A
o h= R 5

FEU ASAH FRRAY] ARS AgAo
] T

A g A geA 2

ol o o ]-ru s rL ol

st

HE A HE lasel dsH T H2o] Fo

A% Az Fh meb, ool AAE W

254 A% P87} 9low o) DRBGS] 4ehs

Fe)sh= DRBG_CTX A5 1b s Uil A
A

o

It} (Ib+= last blocke 2vlzld 4] & &
olol| #Fa}i= “1~4°‘ . &, (Fig. 20.)¢} %o]

flps drbg_cprng_test() §4<l4+= DRBG_CTX
2tz32] 1 @l XVL% X—P‘%ﬂ ARE dEE

A ANE B E5E wasln FU% 49

yo:ﬂ

FE kT wel F RS A2 thE 4%
Q3 we ket waE sl WA A4E

[static int hash_gen{DRBG_CTX +dctx, unsigned char +out, size_t outlen)

DRBG_HASH_CTX +hctx = &dctx->d.hash:
if (outlen == 0)

return 1;
memcpy( hctx->vtmp, hctx->V, dctx->seedlen);
for(::)

{

FIPS_digestinit{&hctx->mctx, hctx->md);

FIPS_digestupdate(&hctx->mctx, hctx->vtmp, dctx->seedlen);

if (!(dctx->xflags & DRBG_FLAG_TEST) && !dctx->Ib_valid)
{

FIPS_digestfinal(&hctx->mctx, dctx->1b, NULL):
dctx->1b_valid = 1;

}
else if (outlen < dctx->blocklength)
{

if (!fips_drbg_cerng-test(dctx, nctx >vtmp))
return

TERCPYCOUT, RETR=SVIRR, OUTTER T,

return 1;

}
else

F i final(&hctx->

if (!fips_drbg_cprng_test(dctx, out))
return 0;

TUTTEn -= OCTR--DTOCRTenatm:

if (outlen == 0)
return 1;

out += dctx->blocklength:

}
ctx_add_buf(dctx, hctx->vtmp, NULL, 0);
}

Fig. 19. Continuous test in DRBG

/% Continuous DRBG utility function »/
int Eips,drbg,cprng,test(DRBG,CTX »dctx, const unsigned char *out)

A% Mo CPRNG in test mode »/
if (detx—>xflags & DRBG_FLAG_TEST)
return 1;
/% Check block is valid: should never happen =/
if (%ctx*ﬂb,val id==10)

FIPSerr (FIPS_F_FIPS_DRBG_CPRNG_TEST, FIPS_R_INTERMAL_ERROR)
fips_set_selftest_fail O
return 0;

1

(drba_stick)

memcevidote=1b, oyt dete>blockenath)
/% Check against last bleck: fail if match =/
if (%mem:mp(dctx*ﬂb out, dotx—rblock length))

FIPSerr (FIPS_F_FIPS_DRBG_CPRNG_TEST, FIPS_R_DRBG_STUCK) ;
fips_set_selftest_fail O

return 0; Compare current block with the last block

=

/% Save last block for next comparison =/
mencpy(dete> b, out, detx>blocklenagth)

;emm 3 Store the current block for the next comparison

Fig. 20. Comparison method in continuous test
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